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Opseetning af eduroam til Windows Vista

For at opseette din computer til det tradlgse netveerk eduroam, skal du sgrge for at
dit styresystem Windows Vista er ajour med de seneste opdateringer. Herudover
skal din computer have et tradlast netvaerkskort. Slutteligt skal du befinde dig et
sted pa universitetet, hvor eduroam netveerket er tilgeengeligt. Hvis ovenstaende
krav er opfyldt, er du klar til opsaetningen af eduroam pa din computer.
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()« Manually connect to a wireless network

How do you want to add a network?

‘:ﬂ;- Add a network that is in range of this computer
= This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer.

[ W ! :

= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (S5ID) and
security key (if applicable).

A& Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Cancel

[E=2icH/ 5>

@ i Ml e i s ik

Enter information for the wireless network you want to add

Network name: ) eduroam 1
Security type: N weA2-Enterprise M |
Encryption type: Jaes o |

Security Key/Passphrase:

[/] Start this connection automatically

[V]Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

@ =8

[E=2icH/ 5>

(o) ! Manually connect to a wireless network

Successfully added eduroam

* Connect to..
Open the "Connect to a network” dialog so1 can connect.

* Change connection settings
Open the connection properties so that I can change the settings.

Close
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Veelg Manually creaate a network
profile.

Under Network name indtastes
eduroam.

Under Security type veelges
WPAZ2-Enterprise. Under Encryption
type veelges AES.

Seet flueben i Connect even if this
network is not broadcasting.

Tryk Next.

Veelg Change connection settings.



eduroam Wireless Network properties =%

Connecﬁoq Security )
) S

Veelg fanebladet Security.

Name: eduroam
S5ID: eduroam
Metwork Type: Access point

Metwork Availability:  All users

[#] Connect automatically when this network is in range

[TConnect to a maore preferred netwark if available!

Connect even if the network is not broadcasting

[ oK _][ Cancel ]

- eduroam Wireless Network properties (] .

Connection | Security " Under Microsoft Protected EAP-type
veelges Settings.

Security type: | wPa2-Enterprise -]

Encryption type: [AES v]

Chonse a network authentication method:

Micrasoft: Protected EAP (PEAP) - 4;
——

Cache user information for subsequent connections
to this network

OK ] [ Cancel
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When connecting:

Validate server certificate

[ Connect to these servers:
Iradius.ku.dk I

Trusted Root Certification Authorities:

[ Class 3 Public Primary Certification Autharity

| /| Equifax Secure Certificate Authority
I—

|| GTE CyberTrust Global Root

[ Microsoft Root Authority

[ Microsoft Root Certificate Autharity

[7] Thawte Timestamping CA

@Do not prompt user to authorize new servers or trusted
certification autharities,

Select Authentication Method:

pE—

N Gtoe)
S

[Secured password (EAP-MSCHAP v2)

eQl

|| Disconnect if server does not present cryptobinding TLY

[ Ok ] [ Cancel

Protected EAP Properties

EAP MSCHAPV2 Properties

=]

When connecting:

omatically use my Windows logon name and
assword {and domain i army).

QD

Cancel
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Saet flueben i Validate server
certificate

Under Connect to these servers
indtastes radius.ku.dk

Under Trusted Root Certification
Authority veelges Equifax Secure
Certificate Authority.

Seet flueben i Do not prompt user...

Herefter veelges Configure under
Select Authentication Method:
Secured password (EAP-MSCHAP
v2).

Sarg for at feltet Automatically use my
Windows logon... ikke er markeret
med et flueben.

Herefter tryk OK.



Protected EAP Properties .

When connecting: Tl’yk O k .

[V] validate server certificate

EI Connect to these servers:
radius.ku.dk

Trusted Root Certification Authorities:

[ Class 3 Public Primary Certification Autharity
Equifax Secure Certificate Authority

[] GTE CyberTrust Global Root

[ Microsoft Root Authority

[ Microsoft Root Certificate Autharity

[7] Thawte Timestamping CA

Do not prompt user to authorize new servers or trusted
certification autharities,

Select Authentication Method:

[Secured password (EAP-MSCHAR v2) '] [ Configure... ]
Enable East Reconnect

[ Enable Guarantine dhedts
|| Disconnect if server does not present cryptobinding TLY

OK Cancel

eduroam Wireless Network properties (]

Connection | Security Tryk Ok

Security type: | wPA2-Enterprise -

Encryption type: [ AES -

Chonse a network authentication method:
[Microsoft'. Protected EAP (PEAP) V] E Settings... 4

Cache user information for subseguent connections
to this network

OK ) Cancel
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@ ! Manually connect to a wireless network

Successfully added eduroam V%Ig CI ose.

% Connect to...
Open the "Connect to 2 network” dizlog so1 can connect.

# Change connection settings
Open the connection properties so that I can change the settings.

Enter Credentials

Din computer opretter nu forbindelse til
eduroam automatisk, hvis det er inden
for reekkevidde.

Herefter skal dit KU brugernavn
efterfulgt af @ku.dk og dit password

User name: I seocox@b, dk I indtastes.
Passward: I]P’] Tryk Ok.

Logon domain: | |

Save this user name and password for fukure use

—

OK > Cancel

Nu er du tilkoblet det gratis tradlgse netveerk eduroam. Test din internetforbindelse
ved at oprette forbindelse til www.ku.dk

v4. 14-03-2011


http://www.ku.dk/�

FAQ

Hvis der stadig skulle veere problemer med at koble sig pa eduroam, kan det skyl-
des, at det access point, som du opretter forbindelse til, er indstillet sikkerhedsmaes-
sigt forskelligt fra din netveerksopseetning. | sa fald vil du modtage en fejlmeddelel-
se om, at din netveerksopsaetning ikke er kompatibel med eduroam. Som regel kan
det lgses ved en simpel andring.

z == e
@ 21! Manually connect to a wireless network
Enter information for the wireless network you want to add Ved dette Screenshot | manualen
e e ] veelges i stedet:
Security type: W wpa2-Enterprise 3 |
Encrypton type [= | Security type: WPA-Enterprise
Security Key/Passphrase: B Rt
[¥] Start this connection automatically En Cryption type . T K I P
[V]Connect even if the network is not broadcasting ’
Warming: If you select this option, your computer's privacy might be at risk.
@ Cancel |

Der kan ogsa vaere problemer med selve login. Dette handler om en sikkerheds-
maessig foranstaltning, hvilket betyder, at der er en 30 sekunders timeout pa login.
Skulle du blive bedt om at taste dit brugernavn og password igen, har du altsa kun
30 sekunder til at gare det. En let made at omga denne problematik er, at sla al
internet adgang fra, far opseetningen af netveerket.

Endelig er det vigtigt at understrege, at nar du skifter dit KU password hver tredje
maned, skal eduroam-opsaetningen tilsvarende sendres.
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